Protocol version 4)[1]

I P(Internet Protocol)
32
232 = 4294967296

IPv4

IPv4

[Pv4(Internet

IPv6(Internet Protocol Version 6)[2]



NAT

(Network Address Translation)[3] NAT IPv6
NAT
IPv4
IP (client)
(server) IPv6
IPv4
|Pv4
| P IPv6

QoS(Quality of Service)

ISP

(Internet Service Provider)

(O]

(Header)

IPv6 IPv6



IPv6 |Pv6
|ETF[4] RFC RFC2460[2] IPv6
RFC2373[5] RFC2374[6] RFC2375[7]

RFC IPv6
RFC2080[8]
RIPng IPv6 RFC1933[9] RFC2529[10]
IPv6 IPv4 IPv4
IPv6
[11][12][13][14][15][16]
[17][18][19][20][21][22]
Trie[23] CAM[24] [25]
CAM
[26] NetBSD[27]
[28] IPv6

PC

(Longest Prefix Match)
(Exact Match)






| Pv6

3.11Pv6
IPv6 IPv4 3.1 3.2 I Pv6 I1Pv4
0 1516 31
Version Class Flow Label ?
Payload Length Next Header Hop Limit
- Source Address .
- - 40 bytes
-+ Destination Address .
\ 4
3.1 1Pv6
0 1516 31
. Header .
Version Length Type of Service Total Length
Identification Flag Fragment Offset
Time-to-Live Protocol Header Checksum 20 bytes
Source Address
Destination Address
Options Padding

3.2 1Pv4



3.1 3.2
IPv4
IPv4 IPv6

MAC
Ethernet MAC
IPv6 |Pv4

Length Type of Service

Header Checksum

Total Length Protocol Type

IPv6

QoS

16

(Flow)

|Pv6

Unicast Multicast

| Pv6
IPv6

|Pv4
Options (Version)
IPv4 IPv6
(Type)

0x8000 IPv4 0x86DD
Header

Identification Flags Fragment Offset

Time-to-Live
Class Flow Label

(Real-time Traffic) Class

Flow L abel

I1Pv4 ClassA B C D

3.2 IPv6
IPv4 IPv6 IP 128
Aggregatable Global Unicast Address|6]
( Unicast Unicast Address) 128 64

Prefix

Prefix



64 EUI-64 Aggregatable Global Unicast
Address IPv6

FP TLA | RES NLA || SLA I nterface |l
3 13 8 24 16 64 bits
FP Format Prefix 001
TLA ID Top-Level Aggregation Identifier
RES
NLA ID Next-Level Aggregation ldentifier
SLA ID Site-Level Aggregation ldentifier
Interface ID Interface Identifier
3.3 Aggregatable Global Unicast Address
IPv6
Unicast Address prefix
IEEE EUI-64 Interface ID
EUI-64 Interface ID IPv6
128
Interface ID
Ethernet
64 ID Ethernet 48 MAC
3.31Pv6
IPv6

(International Standard Organization,



1S0O)

TCP/IP

layer3

N o o A bRk

[29]
(Physical layer)
(Data-link layer)
(Network layer)
(Transport layer)
(Session layer)
(Presentation layer)

(Application layer)

(Switch)

SO
(Protocol stack)[30] 3.4
1SO
[
Il 1
| FTP
ayeyps
s 7 HTTP
.etec
|l ay e+ TCP/ UDP
| ay e+3 | P/ 1 Pve/ I PX
|l ayers
12— | EEE 802. X |
LAN/ WAN
3.4 TCP/IP
layer2
(Router) MAC

TCP/IP



Source |Pv6
Destination 1Pv6
Source port(SP)
Destination port(DP)

Protocol (Pro)

well-known port[31]
80 WWW (World Wide Web) 25 SMTP(Simple

Mail Transfer Protocol)

TCP
ID IPv6 Flow L abel
3.1
Source |P Destination IP |SP |DP |Pro
* * % |*
* www.spam.com (*  [* *
* * * v |TCP TCP
*.spam.com Mycom.com * 125 |*
Server.com Host.my.com 80 [* * Server
WWW
* * * | |uDP UDP
3.1

3.1

0 1
0 1 Don'’ t care X



OXXXX 0 31 X

Action

Action

Action

10



| Pv6

4.1

Forwarding Engine Rule Table Manager
Lookup Card Driver
Windows NT/2000 Kernel CPU SDRAM
o o I I U
___________________________ $mhz
IPv6 Classfing
PCI Controller Moduie
Status |y \  Debug Central NSE 30Mhz | NSE
LED/pin \———/  Circuit Controller Controller ) 3128

Il

Download ROM

Externa Power
and Clock

11



4.1

()

()

()

° (driver)

()

()
4.1.1

PC(Personal Computer)
PC
Intel x86
SDRAM (Synchronize Dynamic Random Access
Memory) PCI
(Peripheral Component Interconnect bus) CPU

Microsoft Windows NT/2000[32]

4.1.2

PCI
CPU Content- Addressable Memory(CAM)
CAM
FPGA(Field-Programmable Gate Array)
(Central controller) FPGA

12



CAM FPGA
3.2 3.3

4.1.3

Windows NT/2000 PCI

4.2

(Network interface card, NIC)

4.2

1. destination MAC

2. layer3(destination |Pv6 ) layer4

(source/destination 1Pv6 source/destination port)

layer3 (lookup) (routing)

(default route) layer4d

Action layer3

layer4 4.2

13



l\%l

:Port Map

o

port)
/
/

v

I Pvé

TCP

-~

N

——T GP
Ru <
l Tabl e l

Action

Acti o
(Firewall

=)

Drop

(

Layer 4

Drop

Layer 3

>

|
¥

Hop Limit

=

MAC
SA DA

l

MAC
Checksum

Drop)



Layer4 (Actijon) PassDrop
Layer 3
CPU
4.2
RFC
TCP/IPv6 IEEE 802.3 Ethernet
1. hop limit
2. hop limit
3. MAC source
4. MAC checksum
5.
layer3 layer4d
layer3
layer4d
(Firewall)
QoS 4.2
4.2

(SLA, Service Level Agreement)

15



4.3

IPv6
4.3.1
0 1 X Don’ t care
M ask Don’'t care
IPv6 128
3FFE:100::/32
3FFE 0100 | 0000 (0000 1234 %678 DABC 0800
0000 0000 |FFFF [|FFFF FFFF |FFFF FFFF FKFFF
127 64 63 0
4.3 IPv6 128
IPv6 32 3FFE: 0100
Don’ t care
32
M ask 32
0 1
CAM
CAM RAM RAM
CAM Index

Netlogic NSE3128 Ternary CAM[33] CAM

16



Ternary
X (Don’t Care)
CAM 288
IPv6

128(SA) + 128(DA) + 16(SP) + 16(DP) + 8(Protocol) = 296

Action
CAM
CAM 128 Source Destination
4.4
3FFE 0100 | 0200 0300 |1234 %6FF FE78 9ABC
127 6463 0
64
v
IEEE EUI-64
48
N
3FFE | 0100 0200 0300 1234 5678 DABC 4

127 64 63 0

4.4 IPv6 128
128 IPv6 112
16
112(SA) + 112(DA) + 16(SP) + 16(DP) + 8(Protocol) = 264bits
288 CAM 288-262=26

Action

Action CAM 4.3

17



Ty p ¢ SA DA SP DP Protodol ijon
(2) (112)(1122) (16 (16 ( 8) (4)

TypeEntry type, reserved for future use
SA: Source address, original 128bits and co
DA: Destination address, original 128bits a
SP: Source port, 16bits
DP: Destination port, 16bits
Pr otPorcoatloocal , 8bits
Actiblent:i on to made, now defined Pass/ Drop/C
Now use total 2+112+112+16+16+8+4=270bits
There are 288-270=18bits reserved for futur
4.3 CAM
4.3.2
° (initialize)
[ J
[ J
° /
[ J
[ J

18



4.3.3

® Prefix

Match

QoS

4.5

19

4.4.2

Action

Linear Search

Longest Prefix



4.5 |Pv6

4.4

) PCI CPU/RAM

) bus NSE3128 CAM

()

4.6
Altera[34] FPGA
1/0
EPF10K200GC503-3[35] FPGA FPGA
PCI CAM
FPGA

Embedded RAM

20



FPGA( Al terp Embedded RAM
EPF10K200GC 3-)

[&:]
(<»]
(V]

I
I
I
I
I
: Extefnel
|
I
I
I
I
I

|
|
|
|
|
gs i Q ﬁ Internel Busl) C‘| :)Ck
cCPY )| |
Sl L PCcl interfiac PCI |A NSE |, | [ o
RAM &‘33:“", z Megaf uncfmffz Contr :TVFEIC Contr V310Mhy2 glfgg
T |
4.6 FPGA
4.4.1 PCI
PCI PCI
PCI
PCI
Altera PCI/A megacore function[36] Module
PCI PCI/A Module
4.4.2 CAM
CAM CAM

(Application Interface, API)
CAM control block  Input/Output

° FPGA  1/0 pin CAM
[ ) API
CAM Datasheet
® |[nstruction Bus(4bits)
® Result(4bits)
® CMD(1hbit)
® OK(1bit)
® Reset(1lbit)
® Data/Address Bus for Embedded RAM

21



Code Instruction |Operand in embedded RAM
0 Nop None( CMD)

1 Init/Reset None

2 Insert /

3 Update /

4 L ookup

4.4 CAM control block
CMD CAM control block
Embedded RAM

CAM Result
OK
4.4
Action
Action Result Embedded RAM
4.4.3
PCI CAM
(Nop)
(Reset)
4.7
4.7
® PCI/A (trigger)
® PCI/A
e PCi Embedded RAM
® PCI CAM
® CAM

22



CAM
CAM
CAM
PCI
PCI/A

CAM
CAM

23

)Embedded RAM

PCI
PCI/A



Wait for Driver Tri geger
A4
PClI
[ [ I
Lookup Updat e l nsert
Y v Y
PClI/ A nod PCI / A PCI /
Updat e Il nsert
\ 4 A \ 4
Centr al Control l elr
A Y \ /
Centr al Control |l r Embed RAM
\4 \4 \4
CAM Controller
A4 A \ 4
CAM Controll er Embed RAM
\4 \4 \4
CAM CAM CAM
Control|l el|Control|l e|Control]lliler
Embed | RA Embed | RAM
Updat Il nseft
\4 \4 \4
Centr al Controll e
= \4 I \4 \4
entr g
Controll et Centr al Controlll gr PCI / A
PCI | A A \ 4
\4 |
PCI / A
Driver y
Y \4 ‘l
4.7

24



| Pv6

IPv6 Packet Classifier

5.1

Preprocess

|

I

|

Rul e CPU RAM :
'ng |

|

|

ynt el

@ |l Pve Packe PCI bus

Web Client Classifier

Rul e Do oad/ [
Packet assP|afc' In/:Out
A
EE |]|]|]

Clalssifier NI&rd
Rul e Searchl/
St o|r &/AM(on

Classifier

] Module)

—I—Etherne—t—/—lnter
|

|
|
|
|
|
|
|
: [] |:||:||:||:|
|
|
|
|
|
|
|
|

I
I
I
I
I
|
I
|
I
|
I
|
I
_

5.1 IPv6 Packet Classifier
5.1 WWW[37] Classifier
Action Packet Classifier CPU
CPU
PCI

CAM

25



Web Server/Applications

WIN
NT/
2000

RIPng
Winsock 2

TCPv6/
IPv6

Rule
Table
Manager

Classfier Card Driver

NDIS Driver

CPU

RAM

5.3
1.
M anager
2.
3.
4.

5.2 IPv6 Packet Classifier

Rule Table

26

Rule Table



RIPng

Winsock 2

TCPVv6/IPv6 Stack

Rule Table Manager

NDIS Library

3 Miniport Driver

Y=

/

\

Kdrne mode Driver

\
4 {yindows NT/2000l 4 e

1

PCl Bus >

17

PCI Contr¢lldr
N§ Net Centra
n? I ntq Pﬂ% Control lfr
n
C 1 | NSE

Card NSE 31beV = 3155
A ‘ Controller N—/
2 5

5.3
54

Routing Protocol

27

5.3



RIPng
Winsock 2 Rule Table Manager
TCP\/QI Pv6 Stack
NDISLibrary
M{miport Driver EKerneI mode Driver
II
. S
Windows NT/200q K
< @ PCI Bus
’\s
T 1
1
T PCI Contrqllg
N¢ el Centr
Inl | d Network Contrall
( Interf 1 NSE
9 ca NSE 31!8 =P g
T Controller N—
2
5.4
CAM
FPGA
PCI /

Software

28



5.1

PCI FPGA CAM
)
® FPGA
PC
)
) FPGA CAM
Demo Board FPGA
o IC (socket)
)
° (LED)
5.5
DC t ol D¢
> circih
i Extend
&
» NSE E}-].—}Debug
t Circuit
FPGA
—p| d 0 wn l¢Ppia dF P G A (¢Pp
EEPROM
| Power Suj PCl siglnal s

PClI

29



5.7

5.5

Orcad[38]

( ) 5.6 Orcad

B mrosdociesc a5
B Bower past] FRILLEC M)
B Haster parttFWALECT)
@ mcen
@ o

IV to LAV ciroult, input: VIO, output:z NT_1.E7,

LT-R5d DHPA/LEDS of SV/RIN/L IV 18 B sl 45

el
this schamatic fimta

CAM

5.6 Orcad

FPGA FPGA
PCI

30




o

sk SR
g

- - Lk a b

e R
-

L
*
"
a
#
L]
"
-
F
-
&
-
o
-
o
o

2 CAM

5.

NSE3128

Netlogic

CAM

5.8

CBUS

IBUS

CAM

31



CAM

CAM

Comparand Bus e

a

:5 : Comparand Regisier

V) Giobal Mask Registers (GMRT.0) | © |

64K x 72 (or)
32K x 144 [or)

)

16K x 288
Tormary CAM Array

e Status Register (SR)

RBU
Raesults Bus

Clock =

Resof ——————

Chip Enable o ™
Instruction Bus cep——

Long Word Enables ——f = g

Word ENables et g

Match Flag Inpul [2:0] s
Multiple Match Flag Input [2:0] ——f——
Full Flag Inpiut [2:0)] m———

e fea fes e
Control Logic

=

1,!—@.- NFA Bus

= Match Flag
= Multiple Match Fiag
= Fuill Flag

5.8 NSE3128
5.3 FPGA

FPGA
tool) Altera Maxplus2[39] 5.9
Maxplus2

(CAD
FPGA
Verilog

Hardware Description Language(Verilog HDL)[40]

32



FPGA
(Behavior Model)

(Timing Analysis)

SNl Do s Tew Sl s D o Hedow 1
DeEssue (v oREsPS DRA Hae 2822 I F o

ke
A
i 5 toatle
o N T =

2 sihan  absews ——]ainin_ aseeus I—q: _____ SR, .:..;. f..:ﬂ
3 x = wkin B T o e === LN |
il En)_ctagins o mt Rt i B L TR o e e -
(] £3m]_cUngeons g e ‘;.x e mrw e f——L T WF2. 0]
| A g T e smerann. 07 (e—hl 0
:%' s . el R ) ——ET = RS )
=L s NARAD] [l o b8 o b e b LT B B
EI.I ] i G171, Loy f———E e CELET ]

.. T e i msuma P, 0 fe—— . a7 0]
= ek T ——— | s 0
- ——
b= M
e

L T L DT D e UMRED TERELT
Lisu] LPRL WD THETT

el

AR _sEusCD . 00 =
SIS B F—— o astabl] | o et S35 el yan_ou[7T1.0]
Ly . R I o Lot [i] m——
L_sweasakel¥. a1 W _dmsaiTL. .01 " ' |
e i

- am n_en

I counter[7.004

S ] T o

g ey L 1] et _ead
ST o o @

5.9 Maxplus2

(Critical Path)
FloorPlan Editor

(Programmable

ROM, PROM)

5.4 PCI /

PCI PCI/A
PCI PCI/A Altera Megacore function

33



PCI

B PCIl master feature

Memory read/write

Bus parking

64 bytes (16 double words) RAM buffer

Zero-wait-state PCI read/write burst transactions

DMA engine (address counter register

register

control & status register

byte counter

interrupt register)

Configurable interrupt source (DMA terminal count master

abort target abort local side interrupt)
pci a
clk ——
rstn ——fw A
.
! - Configuration — Local Side
st Reqisters il Target :
Access Control
o
ad(31.0] wf————t—ype  FC| Address/ :].
chen[3..0] -a————p=  Data Buffering = -
Local Side -
—Pp DMA -
‘aqn Access Control “—
antn —————+———Jm
intan - =
framen 4—— merace [
rdyn  aff—— ——
devseln - — | ;cal Data Buffering >
tdyn ——
stopn —— -
*__
‘__
‘__
Terget Interface (i DMA Fegisters —
= -
o e
par ; ; B
& Parity Checking —
e & Generation -
sarm -
l—  64-Byle HAM Butter
(EABJ
Y
5.10 PCI/A

B PCI target feature

Type zero configuration space

34

I_adr1R.0)
I_csn
1_rdn

|_wrn

|_ackn
I_clk
I_resel
I_heldn
1_req
I_irgn

|_dat_in[31..0]
I_dat_out|31..0)
|_ben([3..C]

|_dma_acr_wr
|_dma_becr_wr
|_dma_csr_wr
|_dma_dsat_in[31..0]
|_dma_csr_out[5..0]
|_dma_acr_out[31..0]
|_dma_ber_out[16..0]
I_dma_isr_out]<..0]



Parity error detection
Memory read/write and configuration read/write
Target retry and disconnect
1 Mbytes 2Gbhytes of parameterized target memory
space
(Configuration Registers)
parameterized Device ID Vendor ID Classcode Revision
ID Base address zero Subsystem vendor ID
non-parameterized Command Status Header type Latency

timer Interrupt pin Interrupt line

PCI Bus Configuration Registers

Address Byte
3 2 1 0
00H Device ID Vendaor D
04H Status Register Command Register
08H Class Code Revision ID
0CH BIST | Header Type | Latency Timer | Cache Line Size
10H Base Address Register 0
14H Base Address Register 1
18H Base Address Register 2
1CH Base Address Register 3
20H Base Address Register 4
24H Base Address Register 5
28H Card Bus CIS Pointer
2CH Subsystem 1D Subsystem Vendor ID
30H Expansion ROM Base Address Hegister
34H Reserved
38H Reserved
3ACH Maximum Minimum Grant | Interrupt Pin Interrupt Line
Latency
5.11 PCI

5.10 PCI/A PCI

PCI/A  PCI/A

DMA 5.11 PCI

35



PCI/A

Device
ID VendorlID, ,
PCI
CPU
DMA PCI 1 16
32 PCI/A DMA
IPv6
DMA
DMA
DMA (Memory-mapped)
PCI/A 1IMB 2GB PCI/A
DMA
DMA
51 DMA
« 7 )
00000H 8/32 / |0 DMA
00003H
00004H 32/32 / |0 DMA
00007H
00008H 17/32 / |0 DMA
0000BH
0000CH 5/32 / |0 DMA
0000FH

5.1 DMA

36




5.5

Web-based

(browser)

WWW

RIPng

DMA

FPGA
DMA
Apache[41] HTML[37]
Kernel-mode[42]
NDIS[42]

Forwarder(

GUI(Graphic user interface)

HTML C

37



HTML
Netscape Composer[43]
Visual C++[44] (IDE,
Integrate Desktop Environment)

Borland C++ Builder[45]

38



| Pv6

6.1 IPv6

® CAM

| RIPng| Forwarder |

I

|

I

__Set =q Rul e CPU RAM |

4 _—B— Preprocession :
[\ | nt @ EE |
S | Pv6 Packe PCI I

. bus
Web Client Classifier :
Rul e Dol Nl oad]/ :
Packet a shsai df K eptg In/:Out
4

28 Ol f-——-oara—1 = "‘.afl] [
[ ] ooooo O Ve r :P Fl':'.:.BLq[E
[] oDoooo

|

|

|

|

|

|

| |

Cl i fi FPGA | vi g

i asSsi | e r: NI C
|

|

|

|

|

: Rul e fQuery/
l Sto d"ge : |
| CAM | | Pac t I n/ Out
- Y====—!'Phy/si cal layer
| ______ ____
—LE r|1 e—L—/—I nt er

6.1 IPv6
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6.1

6.2 6.2

g

FIREWALL Wi

{RRAEEA
AR
£ T |
£W [ T I —
SR ol
wmaEsEl ggium_
£ il LEL
S R T
FEADS | e}
ERAT i
25 (e — |
[T |
e Jlmﬁr_égﬁ = i
6.2
6.3
6.3

|1 o e

il

] |

6.4




6.4

6.5

6.3

ﬂ & Form 2 R =]

slF

ﬂ L Forml ;IEI il Len gth

(R Port [0

Frefix

Length [0 Qutput Port 167

Length

(R
Frotacol _

ing Table ! 5'

Routing Table | Rule Table

Delete ltem | oK |
A00 FILTER Clear | Exit |

6.5

Web-based GUI

41




6.2

6.6
Windows NT/2000
FPGA PCI/A

LK)
Sl B b B b diews Lk (obits Rabie b sl
EX L]

BLELTE P UL LTS e U N I

ﬂﬁﬁ?hhﬁﬂ.‘hﬂ D-H

= GET |.1 o Ry
u'ﬁa?-_k'fn_rs'i_“rmf ERRELE 14¢B J; PLL inlerropt eeasle

#define PITA_CSA_FLUSH SUSTER 1441 ¢ Fiush buffer
#define PCIR_CSA_LOCAL_SESET 1462/ Lecal rosat
aefine P(-[I?l_(-‘iﬂﬁ[TE I-il:B S Hemory Resddrite
Bdefine PELA_CER_DHa_EH:BLE #¢ D%A Enable

Bdifine POLA_CSH_TERMSFEIR_CORPLETE I-:-:! A Trarater ceaplile
AF enterrust dimstls

Edefine PCTA_CSA_DMI_CH 1466 /7 DM oan

i ELL cefintlianm for the R Intarruptilatus regiatar
#define PCLA_1SH_PENDING 1468/ Bn interruzt i pending
§detine PITA TSA ERADS 1441 /¢ Error on PIT bus samary

A wher

‘] P mere van 1 mass swemmmigem 4 n
warching Far "SCTA_DES DM DEHALETE™

PCITEST v Luer I 5& . L) 196 : iF (Lntnrr;miuhnmnmtqr & PLIO_T5R_D) _COSPLETE] |
S LTEST var Luer 'L IRREGS . u{ﬂ] Bdefirm PCIA_LEN_EH&_ COHPLETE 105¥ /7 OWA Lranefer £ com
securrencel 1} hwow been found

] -
P | T Pl R S D 1 41 - L
[tadx colme e oo i el -
sy !
B et Frnior (1 (B Bk BT PR T e e e AR NG e

6.6
Windows NT/2000 FPGA PCI
PCI 33Mhz 32

2.75M 88M
° DMA PCI/A 20 16
26.4M
844.8M

288/32+1=10

() 275K
64 Wire-Speed 140.8M

42



1500 3.3G
o DMA 2.64M
64 Wire-Speed 1.35G
1500 31.68G
Windows NT/2000
PCI
PCI /O
32
PCI
CAM FPGA
6.7
IR Loix] 4
Il Drebary path firom °|peci_camn: 62 H3%2.Q" bo "|poci_cam:62|:1 200.0°% 22.50s [Clock period: 234dns) =
Registered Performance |, pesy patn rom jpe_com 62/ 8516 to [pel_cam-62|-1210.0° 20, s {Clock pariod: 21605}
Cock [ndos N0 petey = Infes Dty path from *|pc_cam:b2|8%4. 6" to °|pol_camib2|-1280,0° 20,5qs [ Clock parkd: 21.4ns)
3 - Irif: Dhedany path from *|poi_cam: 62 892.6' 40 *|pei_cam:62|-5042.00 20 50s [Clock pariod: 21.4ns)
Saurce:|po_cam 11320 It Dhelay path from °|pei camn! 62| 893G to "|pei_cam:b? |21200.0% 20.4ns | Clock period: 21.3ns)
Oetnisdorc]pel: pand BRI G infio: Dty parth from *|pol_cam: b2 A92.0' to “|pci_camibZ|5041.0% 20, ins { Clock parbod: iins)
Infioc Dhaleny path from °|poi_cam: 62| 0% Q" fo °|poi_cam:k2 -1 290.0° 19.9n= (Cleck pariod: HUfins)
Irifi: Dredany path from *|gei_cam: 62 8926 %0 °|pei_cam:62|-5040.00 19,508 {Clock period: 20.4ns)
I Drery' peath Srom °|geci_coam; 62| B9E. Q' B "|poi_cam; 62 [ 839,0° 19,590 (Clock parkxd; 2-4ns)
Irfee [helay path from °|pei_cam;:b2|-892.6' fo “|pci_cam:b2 |-1057.0% 19, Ins [ Clock parkod: Hulins)
Chock peorint 23 drea
Frapency. A2 FIMHE
MI Dot 10 Locate i Flaorplan Edibor Wl on Messagn.
[Emn ] i Lstrens | (SESSSNooro  [Disenn
6.7 CAM
CAM 42.73Mhz
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CAM

(Logic Analyzer)

FPGA CAM

6.8 CAM
6.9

FPGA 42Mhz
CAM
12
64
1500

44

16

8 12
3.5M
Wire-Speed 1.79G
42G



' -

e Parieg -

[napezien

6.9 CAM

6.4

[ RIPng| Forwarder | |

|

P = Preprocdession |
|

|

R
5 |l Pve Packet

Web Client Classifier PN |
Y I |
| Rul e |Dlow |
De mo P—a—Jt |#1 Packelt h/OUt
De mo P—a—%t—:—#z > :
R EERRI ——D-a-lT— |
| [] ooooo ove |
| ) I |
| Cllasle_e_':F’GA | |
A
De mo P—a—r—t—:—#—a—:—> Rul e YQuag :
: l St ol aawe I Pa et I'n/Out
| )
: I ——— Il Ph S|call|aye
I |

6.10

45



Maxpl

6.2

us2

]
357 Qus

6.

3

6.4 6.5

FPGA PCI

WWW

6.11

I1T Nuas

alua: Dus 250 0us 00 Dug 350 s &0 Ous
inclock i 1
foset&7|BE O 4
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6.5

6.2 6.3 /
PCI
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